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ϥtɅs back-to-school time, and no matter the 
age of the student, or the location of the 
school, thereɅs one class that everyone needs 
to pass. Smart cybersecurity habits need to 
be on all of our minds, and we canɅt aϜord to 
fail. WeɅve put together some reminders 
about staying safe online and with your 
technology. 
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Make sure that youɅre starting oϜ the 

academic year on solid footing. Update all of 

your software and hardware to ensure that it 

has the latest security patches installed. ϥf you 

are using an outdated version or technology, 

consider an upgrade that is equipped with 

stronger defense mechanisms against 

cybercrime. There are many student discount 

options available. Some may not be 

promoted, so ask at the store or do a bit of 

research online before you shop. Many 

reputable vendors have student options. 

When you are downloading software updates, 

only do it from the manufacturerɅs site. Turn 

on automatic security updates. 

tǳǊŎƘŀǎŜ ŀ ŎƘŀǊƎƛƴƎ ōƭƻŎƪ ǘƻ ŀǾƻƛŘ ǘƘŜ ƴŜŜŘ ŦƻǊ 

ǇǳōƭƛŎ ŎƘŀǊƎƛƴƎ ŘŜǾƛŎŜǎ ƻǊ ǎǘŀǝƻƴǎΦ ¢ƘŜǎŜ ŀǊŜ  
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often the source of detrimental 
downloads and can easily be avoided 
with your own equipment. 

Password security should be taken 
seriously. Review your passwords 
and use a password manager 
to store your secure login 
credentials. Review your 
laptop settings and make sure 
that the screen locks after 
inactivity. Enable options that 
would allow you to locate your 
device or wipe the data if it is 
stolen. You can also use 
security tracking tags on 
hardware. 

Review your banking 
credentials to have multi-
factor authentication and 
enable alerts for suspicious 
spending. 
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YouɅll be forging many new 

relationships both academically and 

socially. Be aware of email 

phishing scams and fraudulent email 

addresses. DonɅt click on links before 

verifying that the sender is legitimate 

and not a spoofed address 

Students are a target demographic. Be wary of 
Ɉfreeɉ oϜers or job scams that require you to 
pay for them. You should be paid to work, not 
the other way around. Consult with your 
school administration about employment or 
intern programs in order to verify legitimacy. 
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While these arenɅt hardware related, be aware 

of cyberbullying and how much you share 

online. Location services can be a valuable 

tool if in the hands of people that you trust. 

And while cyberbullying isnɅt something you 

can prevent with a download, you can be 

aware of it. 

Free Report Download:  

The Business Ownerõs Guide To IT Support Services And Fees 

Youõll learn: 

¶ The three most common ways IT companies charge for their services and the pros and cons of each approach. 

¶ A common billing model that puts ALL THE RISK on you, the customer, when buying IT services; youõll learn what it is and 

why you need to avoid agreeing to it.  

¶ Exclusions, hidden fees and other ògotchaó clauses IT companies put in their contracts that you DONõT want to agree to. 

¶ How to make sure you know exactly what youõre getting to avoid disappointment, frustration and added costs later on that 

you didnõt anticipate. 

Claim your FREE copy today at www.IMCollaboration.com/ITbuyersguide  
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{ǘǊƻƴƎ ǇŀǎǎǿƻǊŘ ōŜƘŀǾƛƻǊ ƛǎ ǘƘŜ ŦƻǳƴŘŀǝƻƴ ƻŦ Ƴŀƴȅ 
ŀǎǇŜŎǘǎ ƻŦ ŀ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǇǊƻƎǊŀƳΦ ¢ƘŜǊŜ ŀǊŜ ǎǝƭƭ 
ǇŜƻǇƭŜ ǘƘŀǘ ƘŀǾŜ ǘƘŜ ǎŀƳŜ ǇŀǎǎǿƻǊŘ ŦƻǊ ŀƭƭ ǘƘŜƛǊ 
ŀŎŎƻǳƴǘǎΦ !ǎ ŀƴ a{tΣ ǿŜ ŀǊŜ ƴƻǘ ǇǊŜǎŜƴǘ ǿƘŜƴ 
ǇŀǎǎǿƻǊŘǎ ŀǊŜ ŎǊŜŀǘŜŘ ƻǊ ƻǾŜǊǎŜŜ ǘƘŜ ǇǊƻŎŜǎǎΦ  .ǳǘ ǿŜ  
Ŏŀƴ ǇǊƻǾƛŘŜ ŜŘǳŎŀǝƻƴ ǘƘŀǘ ǇǊƻǾƛŘŜǎ ŜǎǎŜƴǝŀƭ ƪƴƻǿƭŜŘƎŜ 
ŀƴŘ ŜƴŎƻǳǊŀƎŜ ǳǎŜǊǎ ǘƻ ǳǝƭƛȊŜ ƎƻƻŘ ŎȅōŜǊ ŀǿŀǊŜ ƘŀōƛǘǎΦ 

 

 

 

 

 

 

 

 

 

¢ǿƻ-CŀŎǘƻǊ !ǳǘƘŜƴǝŎŀǝƻƴ όнC!ύ 
!ǘ La/ƻƭƭŀōƻǊŀǝƻƴ ǿŜ ǎǘǊƻƴƎƭȅ ǊŜŎƻƳƳŜƴŘ ǘƘŀǘ ǳǎŜǊǎ 
ƳƻǾŜ ǘƻǿŀǊŘǎ ƛƳǇƭŜƳŜƴǝƴƎ ¢ǿƻ-CŀŎǘƻǊ !ǳǘƘŜƴǝŎŀǝƻƴ 
ƛƴ ŀƴȅ ǎƻƊǿŀǊŜ ƻǊ ǎŜǊǾƛŎŜ ƛǘ ƛǎ ŀǾŀƛƭŀōƭŜΦ  5ƛŘ ȅƻǳ ƪƴƻǿ 
ǘƘŀǘ Ƴŀƴȅ ŜƳŀƛƭ ǎŜǊǾƛŎŜǎ ŀƭƭƻǿ ȅƻǳ ǘƻ ŀŘŘ ǘƘƛǎ ǎŜŎǳǊƛǘȅ 
ŦŜŀǘǳǊŜΚ  9ǾŜƴ CŀŎŜōƻƻƪ Ƙŀǎ ƳŀŘŜ ǘƘŜ ƻǇǝƻƴ ŦƻǊ ŀ нC!κ
aC! όƳǳƭǝ-ŦŀŎǘƻǊ ŀǳǘƘŜƴǝŎŀǝƻƴύ ŀǾŀƛƭŀōƭŜΦ  

LƳǇƭŜƳŜƴǝƴƎ нC!κaC! Ŏŀƴ ŀŘŘ ŀƴ ŀŘŘƛǝƻƴŀƭ ƭŀȅŜǊ ƻŦ 
ǇǊƻǘŜŎǝƻƴ ŜǾŜƴ ƛŦ ȅƻǳǊ ǇŀǎǎǿƻǊŘ ƛǎ ƴƻǘ ŀǎ ǎǘǊƻƴƎ ŀǎ ƛǘ 
ǎƘƻǳƭŘ ōŜΣ ōǳǘ ŎǊŜŀǝƴƎ ŀ ǾŜǊȅ ǎǘǊƻƴƎ ǇŀǎǎǿƻǊŘ ǿƛǘƘ 
ŀǳǘƘŜƴǝŎŀǝƻƴ Ŏŀƴ ǇǊƻǾƛŘŜ ŀ ǎŜƴǎŜ ƻŦ ǊŜƭƛŜŦΦ   
 
 
 

La/ƻƭƭŀōƻǊŀǝƻƴ ǇŀǊǘƴŜǊǎ ǿƛǘƘ ƛƴŘǳǎǘǊȅ ƭŜŀŘŜǊǎ ǘƻ ƳŀƪŜ 
ƻǳǊ ŎƭƛŜƴǘǎΩ ōǳǎƛƴŜǎǎŜǎ ƳƻǊŜ ǎŜŎǳǊŜΦ  bŜǾŜǊǘƘŜƭŜǎǎΣ ƛŦ ŀƴ 
ŜƳǇƭƻȅŜŜ ǳǎŜǎ ǘƘŜ ǎŀƳŜ ǇŀǎǎǿƻǊŘ ƛƴ ǘƘŜƛǊ ǇŜǊǎƻƴŀƭ 
ǘŜŎƘƴƻƭƻƎȅ ǿƛǘƘ ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎΣ ȅƻǳǊ ōǳǎƛƴŜǎǎ ŎƻǳƭŘ 
ōŜŎƻƳŜ ǾǳƭƴŜǊŀōƭŜ ƛŦ ǘƘŀǘ ǳǎŜǊ ōŜŎƻƳŜǎ ŀ ǾƛŎǝƳ ƻŦ 
ŎȅōŜǊ ŎǊƛƳƛƴŀƭǎΦ  ¢Ƙƛǎ ƛǎ ǿƘȅ ǿŜ ƘŀǾŜ ƳŀŘŜ ǇǊƻǾƛŘƛƴƎ 
ȅƻǳǊ ōǳǎƛƴŜǎǎ ŜƳǇƭƻȅŜŜǎ ǿƛǘƘ ǎǘŀǘŜ-ƻŦ-ǘƘŜ-ŀǊǘ ǘǊŀƛƴƛƴƎ ŀ 
ǇǊƛƻǊƛǘȅΦ 
 
!ǎ ŀƴ La/ƻƭƭŀōƻǊŀǝƻƴ ŎǳǎǘƻƳŜǊΣ ǿŜ Ŏŀƴ ǇǊƻǾƛŘŜ ȅƻǳǊ 
ōǳǎƛƴŜǎǎ ǿƛǘƘΥ  Lƴƛǝŀƭ /ȅōŜǊǎŜŎǳǊƛǘȅ !ǎǎŜǎǎƳŜƴǘǎ ƻŦ bŜǿ 
9ƳǇƭƻȅŜŜǎΣ !ƴƴǳŀƭ /ȅōŜǊǎŜŎǳǊƛǘȅ ¢ǊŀƛƴƛƴƎ ŀƴŘ ²ŜŜƪƭȅ 
aƛŎǊƻ-ǘǊŀƛƴƛƴƎ ŦƻǊ ŀƭƭ ŜƳǇƭƻȅŜŜǎΦ  LŦ ȅƻǳ ŀǊŜ ŀ ŎǳǊǊŜƴǘ 
ŎǳǎǘƻƳŜǊ ŀƴŘ ƴƻǘ ǳǝƭƛȊƛƴƎ ǘƘƛǎ ǎŜǊǾƛŎŜΣ ŎƻƴǘŀŎǘ ǳǎ ǘƻŘŀȅ 
ŀƴŘ ǿŜ Ŏŀƴ ƎŜǘ ȅƻǳ ǎŜǘ ǳǇΦ  LŦ ȅƻǳ ŀǊŜ ƴƻǘ ŀ ŎǳǊǊŜƴǘ 
ŎƭƛŜƴǘ ŀƴŘ ȅƻǳǊ a{t ƛǎ ƴƻǘ ǎǳǇǇƭȅƛƴƎ ǘƘƛǎ ǎŜǊǾƛŎŜΣ ǿŜ Ŏŀƴ 
ǇǊƻǾƛŘŜ ŀ Cw99 5ŀǊƪ ²Ŝō {Ŏŀƴ ŀƴŘ /ȅōŜǊ {ŜŎǳǊƛǘȅ 
!ǎǎŜǎǎƳŜƴǘ ǘƻ ƘŜƭǇ ƛŘŜƴǝŦȅ ȅƻǳǊ ōǳǎƛƴŜǎǎŜǎ 
ǾǳƭƴŜǊŀōƛƭƛǝŜǎΦ   
 
 
 

Lathw¢!b¢ bh¢9Υ  

!ƭǘƘƻǳƎƘ нC!κaC! 

ƛǎ ŀ ǘƻƻƭ ǘƘŀǘ ŀŘŘǎ 

ŜƴƘŀƴŎŜŘ 

ŎȅōŜǊǎŜŎǳǊƛǘȅ 

ǇǊƻǘŜŎǝƻƴǎΣ ōŜǿŀǊŜ 

ƻŦ ǇƻǎǎƛōƭŜ ǎŎŀƳǎΥ 
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²Ŝ ǳƴŘŜǊǎǘŀƴŘ ǘƘŀǘ ƻǳǊ ŎƭƛŜƴǘǎ ŜȄǇŜŎǘ ŀƴŘ ŘŜǎŜǊǾŜ ǉǳƛŎƪ 

ǊŜǎƻƭǳǝƻƴ ǘƻ ŀƭƭ ǘƘŜƛǊ ǘŜŎƘƴƻƭƻƎȅ ƴŜŜŘǎΦ  .ȅ ŀŘŘƛƴƎ ǘƻ ƻǳǊ 

ǘŜŎƘƴƛŎŀƭ ǎǳǇǇƻǊǘ ǘŜŀƳΣ ǿŜ Ŏŀƴ ŎƻƴǝƴǳŜ ǘƻ ǊŜǎǇƻƴŘ 

ǉǳƛŎƪƭȅ ǿƘƛƭŜ ŜȄǇŀƴŘƛƴƎ ƻǳǊ ŀōƛƭƛǘȅ ǘƻ ǘŀŎƪƭŜ ǘƘƻǎŜ ƭƻƴƎŜǊ 

ŎƭƛŜƴǘ ǘŜŎƘƴƛŎŀƭ ǇǊƻƧŜŎǘǎΦ 

Scan the barcode to request a  
Cybersecurity Assessment and Dark 

Web scan for your business  

 


